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Abstract

Collegiate cybersecurity competitions are an established modality
for hands-on cybersecurity education, but their dominant short-
form, weekend-long format favors experienced teams, leaves little
time to learn within the environment, and is prone to a snowball
effect that drives less competitive teams to disengage. We present
Netsiege, a long-form King-of-the-Hill competition designed to cou-
ple offense and defense and to be run by a student cybersecurity
club without formal instructors or a dedicated budget, providing
accessible training for newcomers. Netsiege is designed to unfold
over several weeks of club meetings and expand in scale across
phases, deliberately leveraging distributed practice. Teams begin
with no access and must break into a role-based enterprise network,
then defend the access they gain. We describe the competition de-
sign, an open-source scoring toolchain with privilege-tiered control
checks, and a reproducible provisioning-and-validation pipeline
intended to lower the development burden for adopters. We report
on a pilot with a novice-leaning cohort of 12 participants, drawing
on shell-level command telemetry and surveys. We reflect on what
aspects of Netsiege were effective or ineffective; in particular, cou-
pling offense and defense through scoring incentives alone proved
insufficient to balance the two, leaving defense under-practiced.
We translate these observations into revisions for practitioners.
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Figure 1: Netsiege situated in the cyber-club ecosystem.

1 Introduction

Experiential learning is widely regarded as essential for develop-
ing cybersecurity competencies, yet computing curricula often ab-
stract security away or offer little hands-on experience outside
the classroom [9, 17, 29]. Collegiate cybersecurity competitions
have emerged as one of the most effective modalities for filling
this gap, exposing students to adversarial reasoning, realistic sys-
tems, and practice that transfers to industry [4, 23]. Among colleges
and universities, student-run cybersecurity clubs (i.e., cyber clubs)
are frequently the primary facilitators of collegiate competitions,
organizing teams, running training, and facilitating peer-led learn-
ing [20, 27, 30]. Clubs are a venue where informal security education
already happens across many colleges and universities.

Despite their central role in security education, a majority of
clubs struggle to benefit from the dominant competition format.
Established and prestigious competitions—such as the Collegiate
Cyber Defense Competition (CCDC) [12], the Collegiate Penetra-
tion Testing Competition [24], and Capture the Flag (CTF) contests
(e.g., PlaidCTF [21], HITCON CTF [13])—compress activity into 48-
to-72 hour windows, so the skills exercised are largely acquired in
preparation rather than during the event itself [28]. Attack-defense
and defense-focused competitions such as CCDC also tend to fa-
vor experienced teams and are prone to a “snowball effect”, where
an early lead compounds into an insurmountable advantage and
discourages less competitive teams from continuing [23]. Newer
teams face a high barrier to entering and succeeding in more diffi-
cult competitions [4, 22] and often lack the vocabulary and context
to train themselves [14]. Newer members rarely have time in these
compressed time windows to learn while also competing, and clubs
typically operate with no formal course of record (e.g., a for-credit
“Introduction to Cybersecurity” course) and minimal budget for

training infrastructure [30].
To address the gap in novice-focused competitions and train-

ing mechanisms for cyber clubs aiming to compete in established
events, we present Netsiege, a long-form, club-led King-of-the-Hill
(KotH) competition designed for accessible cybersecurity training.
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In a KotH competition, teams compete to gain and then retain con-
trol of shared machines, earning points for as long as they hold a
target against other teams. Rather than a single timed session, Net-
siege is designed to run across several weeks of club meetings and
expands across phases, leveraging distributed practice so that par-
ticipants revisit techniques over spaced sessions [7]. Teams begin
with no access and must enumerate and break into a mock role-
based enterprise network under black-box conditions. Teams then
have to defend the footholds they gain in the network environment,
with scoring based on the privilege level they attain on individual
machines and their ability to keep services available while under at-
tack from other teams. Unlike conventional KotH designs in which
teams start from identical machines [6], Netsiege is designed to
couple offense and defense on the same network throughout, and its
phased expansion provides trailing teams repeated opportunities to
re-enter the competition, directly countering the possible snowball
effect.

We piloted Netsiege over seven weeks with a novice-leaning
cohort of 12 participants in a student-run cyber club at a large R1
institution, and we report formative data from shell-level command
telemetry and participant surveys alongside a candid reflection on
which aspects were effective or ineffective, including an overem-
phasis on offense that left defensive practice underexercised.

This paper makes the following contributions: (1) the design
of a long-form, phased, black-box KotH competition with a re-
entry mechanism intended to sustain novice engagement; (2) an
open-source, privilege-tiered scoring toolchain (Scorekeeper, Tally,
and Perspective) and a reproducible provisioning-and-validation
pipeline; (3) a reusable educational roadmap that maps instruction
to competition phases under a club-mentor delivery model; and (4)
formative observations from a seven-week pilot, framed throughout
for adoption and extension by other resource-constrained clubs
and their faculty advisors. To our knowledge, no prior competition
combines black-box initial access, multi-week distributed practice,
and a club-mentor delivery model. We release tooling and example
scenarios as open source to support cross-club replication [1].

2 Related Work

We situate Netsiege at the intersection of three lines of work: (1)
cybersecurity competitions and their accessibility, (2) the KotH

format, and (3) club-led security education.
Cybersecurity competitions and accessibility. Balon & Bag-

gili’s 2023 survey of the cyber competition landscape catalogs 9
competition types, including KotH-style events, alongside numer-
ous tools (e.g., for challenge creation and configuration manage-
ment). They note that competitions cultivate student interest in the
field but identify a high knowledge barrier, a lack of diversity in
competition types (CTFs dominating), and a need for competition
hosts to share resources and publish works on their events [4].
Vigna et al. discuss the difficulty of running attack-defense CTFs
in their iCTF framework [28], while Pusey et al. observe that com-
petition training occurs through extracurriculars (e.g., clubs) with

room to support self-efficacy in informal settings [23].
The KotH format. The KotH model most directly informs our

design of Netsiege. Bock et al. [6] introduced an in-class KotH
competition for teaching penetration testing in which teams re-
ceive an isolated clone of the network weeks in advance, allowing
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participants to identify vulnerabilities and write implants (i.e., au-
tomation that supports persistence on a compromised machine)
before competing in a single live session of a few hours. We adapt
the KotH model because it supports both attack and defense, al-
lowing adopters to emphasize either side to match their desired
specialty (e.g., a CCDC-focused club can prioritize defense). In
comparison to Bock et al’s focus on advanced preparation under
white-box conditions, Netsiege differentiates from this model by
being designed to have teams begin with no access and break in
under black-box conditions (i.e., the competition environment is
introduced only at the event start), to be long-form and run across
weeks, and to assume the event is facilitated by students with no

faculty instructor.
Club-led security education. Recent studies stress the need for

more experiential learning opportunities [5, 9, 17], reinforced by the
hands-on skills gap between new graduates and employer expecta-
tions [2, 3]. Student-run cyber clubs have emerged as facilitators of
experiential, peer-led learning that contributes to addressing the
skills gap [18, 20, 27, 30]. Straub claims that peer-learning activities
engage students in ways that instructional staff cannot and offer
a path to scaling hands-on instruction when qualified personnel
may be scarce [27]. From a survey of 7 cybersecurity clubs across
high schools and universities, Yerby & Coburn discuss how clubs
operate with minimal budgets and formal support [30]. Netsiege is
designed and implemented to support resource-constrained clubs
and provide avenues for clubs to collaborate with their university
and faculty in offering hands-on security education opportunities.

3 Netsiege Design
3.1 Competition Model and Lifecycle

An Netsiege competition runs on a shared network of virtual servers
hosting varied services (e.g., databases, RESTful APIs, admin con-
soles) woven into a coherent scenario. Each machine exposes mul-
tiple vulnerabilities that teams are incentivized to find, exploit, and
escalate in order to obtain superuser (i.e., root) access. Control is
contested rather than assigned: A team that gains access must re-
mediate the same attack vectors they used, denying them to others
and preserving their scoring position. The competition lifecycle
exercises offensive and defensive activities on the same network

throughout the event.
Two properties distinguish this model from conventional KotH

competitions and attack-defense CTFs, in which teams begin with
identical machines and defend from a white-box perspective [6, 11].
First, teams start with no control and must enumerate and break
in, emulating the black-box conditions of a real-world penetration-
testing engagement rather than probing their own machines to
discover shared weaknesses. Second, the competition is persistent
and long-form, running across weeks of dedicated club meetings
rather than a single timed session.

To support transfer to real-world practice, each machine is pro-
visioned with a specific operational role (e.g., database server, web
application host, authentication), and its vulnerabilities are derived
from that role (e.g., weak password access into a database). This
design keeps the environment from reading as disconnected CTF
challenges and prompts participants to hypothesize plausible attack
vectors (i.e., threat model) within a realistic threat landscape [19].
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3.2 Phased Progression and Re-entry

Netsiege is structured into phases that grow more difficult as par-
ticipants’ skills develop, primarily by adding new machines. Every
machine introduced in a new phase is integrated into the prior
phase’s environment through interdependent lateral-movement
vectors, rewarding teams and participants who conduct thorough
network enumeration. An asset that seems irrelevant early (e.g.,
leaked credentials for a non-existent account) may become a critical
pivot once later machines are introduced, reinforcing methodical
practice over opportunistic vulnerability hunting.

We propose four per-machine design requirements to keep envi-
ronments consistent across scenarios and facilitators: (1) Initial-
vector redundancy: Every machine provides at least two distinct
paths to initial access, and at least one must be reachable without ex-
ploit chaining or lateral movement, so a foothold is always directly
attainable. (2) Privilege-escalation redundancy: Every machine
provides at least two distinct vectors for vertical privilege escalation
from an unprivileged user to root. (3) Lateral movement: Every
machine has at least one outgoing lateral-movement mechanism,
encouraging post-exploitation enumeration rather than treating
hosts as isolated. (4) Contextualization: Every machine fulfills an
operational role from which all its vulnerabilities plausibly derive.

Phased progression also addresses the snowball effect (i.e., an
early lead compounding into an advantage that trailing teams can-
not overcome). Netsiege counters this effect by expanding the en-
vironment in each phase, introducing a new segment that gives
disadvantaged teams a partial reset and a renewed opportunity to
compete. While existing lateral-movement vectors do confer an ad-
vantage on leading teams, the requirement that every server retain
an independent initial-access vector (i.e., one not contingent on
lateral movement) ensures that trailing teams can always regain a
foothold. We refer to this property as re-entry.

3.3 Scoring Model

Scoring relies on three attributes: the access levels a team achieves
(i.e., regular user versus superuser), a team’s ability to keep the
host’s services functional while under attack, and a team’s contin-
ued defense of the control on machines. Each machine is evaluated

through two complementary kinds of scoring checks.
Control checks. A control check determines which team, if

any, holds a given privilege level on a server. Every machine has
at least one control check, each of which verifies the successful
execution of a single exploit or a chain of exploits. Organizers may
choose the granularity. For instance, a check may validate a single
application-layer vulnerability (e.g., arbitrary file write) or require a
complete multi-stage chain of exploits (e.g., converting an arbitrary
file write into SSH access via a backdoor user) before awarding
points. Control is claimed through a pre-placed control. txt file
on the host, polled periodically by a scoring agent. A team writes

its unique token into that file to be credited with control.
Service-uptime checks. A service-uptime check verifies that a

team’s remediation or patching has not broken the machine’s core
functions. An external service exercises each monitored service via
protocol- or application-specific interactions (e.g., authenticating
via SSH, uploading documents to a file share). Uptime is a prereq-
uisite for scoring rather than a source of points; if a machine’s
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Figure 2: The Netsiege toolchain and its interaction with the
competition environment and teams.

services are found to be inoperative, no team controlling that ma-
chine accrues points for a given round’s checks.
Incentive structure. Control checks are weighted in proportion

to the privilege level attained, meaning that superuser access is
worth more than an unprivileged foothold. A failed service-uptime
check nullifies the control points for the affected machine; thus,
teams are simultaneously pushed to escalate to the highest privilege
available and to patch the vulnerabilities they exploited without
disrupting the services that depend on them. This design mirrors the
real availability/security trade-off while discouraging destructive
“scorched-earth” tactics (e.g., removing vulnerable functionality
that users need) that a purely offense-driven scoring scheme would
reward. Whether these incentives suffice to elicit balanced defensive
practice is a question we examine in our pilot (Section 6.2).

4 Implementation and Tooling

A central design goal of Netsiege is adoptability by resource-con-
strained student organizations. Rather than adapt a scoring engine
built for other goals and audiences, we developed a lightweight,
declaratively configured toolchain that a club can deploy, inspect,
and extend with modest infrastructure. This section describes the
scoring architecture, the deployment and validation pipeline, and
the telemetry used to study participant behavior.

4.1 Scoring Architecture

The scoring system comprises three connected applications: Score-
keeper, a central orchestration engine; Tally, a per-host scoring
agent; and Perspective, a public-facing interface.

Scorekeeper is a Python service that oversees all scoring state
and drives the competition’s round loop. On each round, Score-
keeper runs every host’s checks, updates team scores, rotates per-
team tokens, persists round state to a MongoDB database, and
pushes results to the front end. Round timing is randomized (a con-
figurable interval plus jitter), so participants cannot predict when
checks will occur and stage their defenses accordingly. A competi-
tion is described declaratively: Organizers advance the competition
or develop a new scenario by editing per-phase configuration files
rather than code, lowering the barrier for adopters to build and run
their own events.
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Table 1: Existing scoring engines against Netsiege’s require-
ments.

Engine Style Uptime Tiered Control

CyberSeer [16] general skills - B

Quotient [10] defense-only v -
RootTheBox [15] CTF - partial
ScoreStack [25] defense-only v partial
Scorebot [6] attack-defense v -
ScoringEngine [26] attack-defense v -
Netsiege attack-defense v v

Tally is a lightweight agent that runs on every scored machine,
reporting check results back to Scorekeeper. Its capabilities are
deliberately minimal, so that a team compromising a scored host
gains no administrative channel into other machines through the

agent itself.
Perspective is the participant- and spectator-facing interface,

serving as both a credential portal and a real-time scoreboard bro-
ken down by the privilege tier at which each machine is held. Sur-
facing the privilege tier rather than a binary “owned” state lets
participants see partial progress at a glance.

4.2 Rationale for a Custom Scoring Engine

We surveyed existing open-source scoring engines before building
our own and found that, while several met individual requirements,
none met all our requirements at the needed granularity (Table 1).
In particular, scoring which privilege level a team holds, rather than
a binary ‘owned/not-owned’ state, was absent from every engine
surveyed. RootTheBox and ScoreStack can model ownership [15,
25], but not at the per-privilege granularity central to our partial-
credit design; others focus on service-uptime scoring [10, 25] or
CTF-style flag submissions [15]. Building a purpose-made scoring
engine also lets us prioritize operational simplicity for organizers
and understandability for novice participants.

4.3 Deployment, Validation, and Telemetry
Redeploying an environment is a recurring organizer burden; thus,
we treat the environment as versioned, reproducible infrastructure.
A scenario is a self-contained bundle of (1) per-host provisioning
scripts, (2) the vulnerable applications defining each host’s role, (3)
machine-readable documentation of every host’s intended attack
vectors, and (4) the scoring configuration. Deployment proceeds
in two stages: infrastructure-as-code (Terraform) provisions the
virtual machines, and configuration management (Ansible) installs
the Tally agent, creates the scoring account, and collects logs from
every machine with a single command.

To study participant behavior with minimal interference, we
instrumented each participant’s provisioned workstation with a
lightweight shell hook that appended every command, alongside
a corresponding timestamp, to a local CSV log. Sitting at the shell
level, the hook captures all terminal activity across tools without
per-tool integration and with negligible overhead. After the event,
the same Ansible-based log-collection step used for machine logs
retrieved these workstation logs into a single dataset.

Ngo et al.
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hosts (left) to attack-target hosts (right) by vector type.

5 Deployment: The Sunspire Pilot

5.1 Example Scenario: Sunspire

To make Netsiege concrete and show the Section 3.2 requirements
are satisfiable in practice, we describe Sunspire, the scenario we built
for our pilot. Sunspire is framed as the municipal computing net-
work of a fictional futuristic city, where each machine corresponds
to a civic system (e.g., scheduling, thermal monitoring, weather
forecasting). The lightweight narrative supports our role-based
design by assigning a plausible role to every machine.

The Sunspire network comprises 9 machines spanning Ubuntu
and Windows servers, introduced across three phases: Phase 1
starts with four machines, and Phases 2 and 3 add three and two
machines, respectively. Figure 3 shows the full topology and its
inter-machine dependencies: Every machine provides at least two
privilege-escalation paths; an edge (¢, msg;) in such a path, as
depicted in Figure 3, represents myg,. as the machine from which an
attack can be successfully launched and m;; as the machine that
would be controlled if that attack succeeds. This design satisfies
our redundancy requirements and guarantees that trailing teams
can always gain re-entry.

5.2 Example Curriculum

Netsiege’s design targets clubs without an instructor of record;
thus, we paired Sunspire with a practitioner-oriented curriculum
that club mentors can deliver. The curriculum distills techniques
from Netsiege’s developers (i.e., the authors) who have accumulated
over a combined decade of cyber-competition experience and is
organized so that instruction precedes the capability each phase
unlocks. Table 2 maps each session to its competition phase: Each
session pairs a short mentor-led lecture with open competition
time—time during the same meeting in which participants play in
the live environment and apply the technique(s) just taught. We
release the full Sunspire scenario alongside this curriculum and its
session timeline so that adopting clubs can run Sunspire directly or
adapt its mapping to their own competition specialty (e.g., a club
preparing for CPTC can focus on offensive security sessions) [1].

5.3 Pilot Context and Cohort

We piloted Netsiege with a student-run cyber club of roughly 45-
50 active members at a large U.S. R1 university (30,000+ students)
that needed hands-on training for newer members interested in
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Table 2: The Sunspire example curriculum, mapping mentor-
led instructional sessions to competition phases. Each session
pairs a short lecture with open competition time.

Phase Session Content

Intro to Netsiege Competition scenario, structure, scor-

ing, access

Linux/Windows CLI, SSH, RDP

OS fundamentals

Network enumeration nmap, enum4linux, password reuse

File shares SMB, FTP
CVEs Using and adapting CVE proof-of-
concepts

SUID, writable files, scheduled jobs,
leaked credentials/keys

Basic privilege esc.

Web exploitation I Command injection, LFI, file upload

Defense Log review, credential rotation, con-

figuration hardening

Review and compete No new technique

3 Web exploitation II SQLi, log poisoning, SSTI

Wrap-up & open session  Exploit paths released

joining their competition teams. Instruction was delivered by 5
club members with at least 1 year of experience on a collegiate
cyber competition team (e.g., CCDC, CPTC), serving as mentors
rather than as an instructor of record, reflecting the club-led model
the design targets. Our institution’s Institutional Review Board
(IRB) reviewed our study protocol and granted us exempt self-

determination status.
The pilot ran over seven weeks of a 10-week quarter, from early

January to mid-February 2026, structured as a sequence of dedicated
club meetings twice a week. We had three meetings canceled due
to holidays and conflicting club events, leaving 11 two-hour meet-
ings. From a pool of 27 interested club members, 12 participants
were randomly selected and organized into three teams of four;
team size ensured enough targets per team, given the 9-machine
network. The cohort was novice-leaning and drawn primarily from
undergraduate computing-adjacent majors, with Computer Science
most represented. One was enrolled in a non-computing major (So-
cial Ecology), suggesting the format may have lowered the barrier
to engage a student outside the traditional CS pipeline. Table 3

summarizes the cohort.
Each participant worked from a provisioned Kali Linux work-

station, which let us avoid per-participant setup and gave us a
uniform platform for telemetry collection. We administered a free-
response entry assessment of 17 questions covering expected net-
work and curriculum content (e.g., command-line knowledge, com-
mon vulnerability classes), scored out of a possible 17 points (one
point per question). Participant scores ranged from 1 to 7 (mean =
3.56, median = 3.5), confirming that most participants began with

limited security knowledge. Teams were balanced by entry-assessment

score and self-reported time commitment so that no team held a
disproportionate share of experienced members.
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Table 3: Pilot cohort demographics (n = 12), by declared major
and academic year.

Male Female Total

Major
Computer Science 5 2 7
Software Engineering 2 0 2
Computer Engineering 1 1 2
Social Ecology 1 0 1
Academic year
First-year 4 1 5
Second-year 1 0 1
Third-year 4 1 5
Fourth-year 0 1 1
Total 9 3 12

5.4 Data Sources

We collected two categories of formative data over the seven-week
pilot: Shell-level command telemetry from participant worksta-
tions and three self-report surveys. Each data source is intended to
characterize participation and surface concrete lessons for future
iterations and adopters. Command telemetry: As described in
Section 4.3, each Kali workstation logged every shell command
with a timestamp to a local CSV, retrieved via Ansible at the end of
the pilot. Surveys: We administered three surveys on a 1-5 agree-
ment scale (1 = strongly disagree, 5 = strongly agree). Two brief
mid-competition surveys, released after the first and second instruc-
tional blocks, asked whether each lecture’s content was reflected
in the environment and whether participants had adequate time
to apply it. The concluding survey covered self-perceived gains in
foundational, offensive, and defensive topics; career interests; and
the educational value of the lecture, environment, and mentoring
components. Each survey also included free-response prompts on
coverage gaps, Al tool usage, and suggested improvements. The two
mid-competition surveys received 9 and 5 responses, respectively,
and the concluding survey received 7 responses; response counts
declined alongside meeting attendance over the quarter.

6 Discussion

We piloted AnonComp once, with a single novice-leaning cohort,
so we frame this section as a reflection for practitioners rather than
as evidence of a generalizable effect. Our formative data (telemetry
and three self-report surveys) characterize participation and sur-
face lessons; survey responses are voluntary and self-reported, and
telemetry captures only terminal activity, missing browser-driven
exploitation and GUI tools. We report on which aspects the pilot
suggests were effective, which were not, and why.

6.1 What Proved Effective

Long-form participation created time to learn inside the envi-
ronment. Participants consistently agreed they had adequate time
to apply what they learned (mid-competition survey means of 4.22
and 4.60 on a 1-5 scale, concluding survey mean of 4.29). Telemetry
shows self-directed adoption of untaught tools, with participants

looking up unfamiliar utilities and using them correctly.
The club-mentor model was viable without an instructor

of record. Instruction was delivered by peer mentors, and among
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the participants who completed the concluding survey (n = 7),
the mentoring component was rated highest of all items (mean of
4.86, tied with overall enjoyment); we acknowledge this reflects the
subset who remained engaged through the end of the pilot. This
aspect is encouraging for the resource-constrained clubs our design
targets, as it shows that the most-valued instructional element from
our pilot is one provided by club members.

Phased expansion and re-entry drew trailing teams back
in. Telemetry shows a trailing team re-establishing scoreboard
presence in a later phase after being locked out earlier—recovery
that our re-entry property is meant to enable. The redundancy
requirement was also exercised, as on one machine, two teams
pursued distinct documented vectors within the same session. The
environment functioned as a coherent, contextualized network.

6.2 What Proved Ineffective

Offense crowded out defense. The pilot’s central shortcoming
is an overemphasis on offensive practice. Self-reported gains on
the concluding survey were high for offensive and foundational
topics but markedly lower and more dispersed for defensive topics.
The scoring model does reward uptime-gated control, but in prac-
tice, the race to first compromise dominated the experience, and
defensive activity (e.g., patching, credential rotation, log review)
was underutilized. Our design intent of coupled offense and defense
was only partially realized.

First-control advantage undermined re-entry in practice.
Although the independent initial-vector requirement guarantees
a path back into any machine, participants reported re-entry was
hard in practice. Once a team compromised a machine and changed
its credentials, others perceived the machine as effectively locked.
The independent initial-vector requirement only ensures such a
vector exists; it does not make that vector discoverable or usable
by a novice, which is a gap between the design’s property and the
lived experience that adopters should anticipate.

Attendance decayed over the quarter. Participation fell from
full attendance in week one to an average of 6 out of the origi-
nal 12 attendees (50%) in the last four meetings, amid midterms
and competing obligations. Long-form delivery allows for time for
distributed practice but exposes the intervention to the ordinary
attrition of a multi-week extracurricular [8].

6.3 Recommendations for Adopters
The pilot surfaced concrete changes that would improve Netsiege
before another club or educator adopts it. We frame these as guid-
ance for practitioners, tied to the shortcomings of Section 6.2.
Force defensive practice structurally, not just through in-
centives. Making control points conditional on service uptime
(Section 3.3) did not, on its own, produce balanced defensive activ-
ity. Adopters should consider a dedicated defensive phase in which
control is frozen, and points accrue only for successful hardening
and service maintenance. Another option is a scoring multiplier
that grows the longer a team controls a machine without losing it,
rewarding defense directly rather than as a side effect of offense.
Soften first-control lockout to protect novice re-entry. In

our pilot, the first team to compromise a machine typically changed
its passwords and keys, disabling the credential-based entry paths

Ngo et al.

that trailing teams had been taught to use and leaving those ma-
chines feeling permanently “locked” (Section 6.2). Adopters can
keep a path open in two ways. First, an organizer can reset a ma-
chine’s credentials to a known state at each phase boundary, restor-
ing the taught entry path for the next phase. Second, each machine
can expose at least one entry vector that does not depend on a
changeable credential (e.g., an unauthenticated service vulnerabil-
ity), so patching credentials cannot fully seal it. Both measures keep

a beginner path open, making re-entry more possible for novices.
Provide a persistent, written reference. The most common

request from the free-responses was for article-style lecture write-
ups with worked examples that participants could revisit asyn-

chronously, since not everyone attended every meeting.
Plan around attrition. Adopters should front-load foundational

content before expected midterm seasons, keep later sessions self-

contained, and treat declining attendance as expected.
Minimal setup. Running Netsiege requires a small set of virtual

machines (e.g., nine used for our three-phase pilot), one Score-
keeper host with a Tally agent on each scored machine, and a
few mentors with prior competition experience (e.g., more senior
club members). The declarative scenario and the infrastructure-as-
code pipeline let a club redeploy an environment without years
of competitive experience or infrastructure expertise. The highest
recurring cost is developing and maintaining vulnerable network
environments, which demands expertise in building realistic attack
surfaces; adopters without that expertise can run Sunspire directly
rather than creating a new scenario.

7 Conclusion

Hands-on cybersecurity training for students is often delivered
through short-form competitions that favor experienced teams
and leave novices little room to learn, a gap most pronounced in
resource-constrained cyber clubs. We presented Netsiege, a long-
form, club-led KotH competition in which teams break into a role-
based enterprise network under black-box conditions, defend what
they take, and re-enter as the environment expands across phases.
We contribute a four-pronged adoptable model: (1) a phased compe-
tition design, (2) an open-source privilege-tiered scoring toolchain,
(3) a reproducible provisioning-and-validation pipeline, and (4) a
curriculum mapping instruction to phases under a club-mentor
delivery model. Our seven-week pilot with a novice-leaning cohort
suggests that the format provides genuine time to learn within the
environment and that peer mentors can provide instruction without
a course of record, while also surfacing a weakness in the existing
design of offense crowding out defense, which we have translated
into revisions for adopters. We release the full Sunspire scenario,
curriculum, and tooling to support cross-club replication [1].
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